HOBDIA TOXHAJIOI', TAKIA AK MABIIBHBIA T3JIEPOHBI

[ IHTAPHAT, 3’ Y JISIOLLA MAT'Y THBIM IHCTPYMEHTAM

Y [IPABAABAPOHYAW JI3EMHACILII , AJIE BBIKAPBICTAHHE
IX 1JI1 TIEPATTAYBI JATTIKATHBIX 3BECTAK MOXA
CTBAPBILb PBI3BIKY JIJII BAC, BAIIbIX CYBA3SY, CABPOY
I KAJIET. I'9TAS KAPTKA JATTAMOXKA BAM 3PABILb
JOCTVYII JA IHPAPMAIBII BACIIEYHBIM I 3ACHEPAIIbI
BAIIBIA NJAO3SEHDBIA ITATYAC KAPBICTAHHS MABIJIbHBIMI
TIJIEGOHAMI I IHTOPHOTAM.

IITO ABHAYAE JITYBABAS BACIEKA I KAHOIISHIBIMHACIIH?

[TpbIKMeTBI MapyIISHHS MpaBa Ha iHpapManpblio i JiiubaBail OscreKi:

© [lapoui TasiMHIYA 3MSTHSTFOL[IA

© IlpbIBaTHbISI MaBelaMIIeHHI BbITJISIAIOUb SIK ObIlaM OblLTi MpaybITaHbIst
KIMCBblIi iHIIIBIM, & HE ThIM, KaMYy SIHbI TPbI3HAYAITICS

©® Boa0-caitThl poOsillia HeIACTYMHbIMI 3 HEKATOPbIX KpaiHay

© YbIHOYHIKI BBISYJISIOLb JaCBeUaHACIb Y MPBIBATHAN Kap3CHaH3HIIbI,
YKJTIOUHA flaTay, iMEHay, abMepKaBaHbIX TaMaY

©® [lag yac pa3mMoBBI Ma MaGiILHBIM T3JIe(POHE CTBApaela ypaskaHHe, ITO
SIFO MPACITyXOYBaIOLb

I ITABIHHA I'DTA MAHE XBAJISIBAILB?

Kaui magoOHbIs BBIMAJIKi MOTYIh CKaMITpaMiTaBallb Balll MPACKT I[i BbIIALb
BaC 1 BallbIsl KAHTAKTHI CJIETIbIM BOpraHaM, BapTa XBaJsiBala. TaxHaJorii
i mparpaMHae 3abecnsiysHHe, I35KY0bI SIKIM MOKHA CTBApPbILb NTarpo3y
Bawail KaHpiHUBIAHACL], YacTa MOXKHA aurykaup y Intaphaue. Kani Toit
XTO aTaKkye, Mae JACTATKOBBI IOCTYM Jia [HTapH3TY Wi iH(PaCTPyKTyphI




MabisibHall CyBsI3i y Balllail KpaiHe, NaTpI0HbIs TIXHAJIOr] JABOJII MPOCThIS.
JI3sip>KayHbIs areHITBBI, TpaBaifapel IHTapHaTy (ISPS), Kammnanii MaGinsHai
CyB$I31 MaOIb MPbIBiJIeSIBAaHbI IOCTYT Jia iH(PACTPYKTYPBHI, ajie MagoOHbI
TOCTYTI MOTYIIb MeIIb 1 iX KaJjieri ma odpicy, cycemsi, aneparapbl IHT3pHIT-
KaBsIpHSLY .

SIKIS IIITAHHI BSICIIEKI ACBATIISAIOIIA ¥ I'S3TAN KAPTIIBI?

Y raraiil KapTup! pasrisijaronya [HTapHIT-IHCTPYMEHTSI 1 MaO1IbHbIS
Ta7eOHbI. AJIHAK ECLb SIY3 6€31i4 1HIILIX TIXHAJOTI, SIKisl MOTYLb
ySIyJISiLb JJ1s1 Bac HEOSICMEKY LH3YPhI, Harusiy 1i nepacieny. Haitbonbiu
BaKHbIbISI, HearmicaHblsl TYT Mephbl OsICTIeKi- raTa paryJsipHae abHayIeHHe
anepaTtblyHail CiCT3Mbl KaMITyTapa, HaA3elHbISl aHThI-BiPYCHBIS parpamsl,
nacysioyHae 3axaBaHHE P33epBOBbIX Komii. Kaii ¥ Bac Ecup majicTaBbl
MepKaBalb, IITO BAIIbl KAMITYTapbl 1li HOCHOITHI iH(papMalpbli, y ThIM JIKY
P23epBOBBIS KOTIii, 3HAXOA3SIIIA Maj] PI3bIKAH 1 MOTYIb ObIIb CTPAYaHbIs,
CKpaji3eHbIs i KaH(icKaBaHblsl, al1b00 BbI Majia3paelie, MITOo Balast
apratizauplst 3HaXofi3iua naj [HTapHaT-Harsiam (Ui Kaili raTa 3BblYaiiHa
IS Taf3eHara pariéHy), Tajbl BaM Tpaba 3BSpHYILA /la KOMILIeKca

© 9y

iHcTpyMeHTay “Bsicnieka maj pykoir”, mampbixtaBanbiM Tactical Tech.

IHTAPHAT-IHCTPYMEHTHI 1711 MpaBaadapoHLay

IIpbI BbIKapbICTaHHI /17151 MaOii3aLbli 1 KaapAbIHaLbIi JIFOf3el Takix
rpamayickix [HTapHaT-pacypcay sk Blogger, Facebook, Twitter, namsTariue,
ITO iH(hapMalbId, SIKYIO BbI 3aX0yBaelle Ha MagoOHbIX MIaTgopmax,
CTaHOBIIIA, Y MIYHA Mephbl, YIACHACIIO anepaTapay, i ITO MHOTIS 3 TITHIX
pacypcay MOrylib yTpbIMIliBallb OOJIbII 3BECTAK, UbIM Majlaclila.

Kani BbI BbIpalbuli AaBepbllb JAiKaTHBIS TPAEKTHI anepaTapaM HerKara
[HTSpHAT-pacypca, mpaybITalille YMOBBI TATITHIKI KaH(eIIHIbIHACI 1
JIaMOBY 3 KapbICTAJIbHIKAM.

[MamsiTaiite, ITO HABAT CaMblsl M3YHBIS FAPAHThII MAKiJAlob BaIly
iH(bapMapbIto NMaj] HENacp3HbIM KAHTPOJIEM aiMiHiCTpaTapay pacypcay, siKist
Morylb abHapojiaBalb, npajialb Li NepaHakipasalp iHpapMmalbiio 6e3 Bamara
BeflaMa 11 1a3Bosty. HaBat kasti Bbl CMIbIHLII JI3€sIHHE Balllara akayHTy, MHOTist
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3 I'3THIX BIO-caiiTay Ha caM P34 HE BBIAAJSIONb 3MECT 1l MepCaHabHbIS
Mayi3eHbIs, SKisl Bbl amyOumikaBasi. Y palie pallT, Kalli 3BapoT 1a HefKara
KaHKp3ITHATa KaMepIbIiHara CapBicy He 3’ syIIseria MpbIHIBITOBbIM, I TO Ma
NPBIYBIHE MACTYMHACTI], IIi TO JI3€JIsI IHTArpaIpbli 3 IHIIbIMI KapbICTaIbHIKaMI,
najiymaiiiie ab MardbIMacji BbIKapbICTallb albTIPHATBIYHbIS CIpBicay,
NajipbIXTaBaHbIX MpaBaabapoHUbIMI iHiIbIITEIBaMi: Blip.tv 3amecT YouTube;
riseup.net 3amect Gmail. Kasi BbI Maelie TaXHIUHBISI p3CypPChl, MOXKHA
3anycuilp yJacHbIsl B3O-CIPBIChL.

Kani Bbl KapbIcTaelecst KaMepLbIiHbIMI IIIaTopMami, TO
NpBITPLIMITIBAliLIECs: MEpay mepaclsipori, kabd 3acueparysl cs6e aj
3J1aMbICHIKAY, SIKisl Be/Iatollb, SIK 3HAXOJI31llb NPLIBATHYIO iH(hapMalpbIto Ha
naloGHbIX capBicax. ['aTa ThIUbIUA ¥ MEPIIYIO Yapry caiTay CalbIsuIbHbIX
ceTak, Takix K Facebook i MySpace. BriByublIiie criocabbl 3axaBaHHSI
KaH(iHIBIHACL, SKisl TPANaHyoLb TITHISA MAT(OPMBI, 1 MpagyMariie,
SIKisl TBHITBI 3BECTAK TPa Bac Il BAIly apraHi3alblio BbI MOXKaIle HeHAyMbICHA
aOHapofBallb, HAMPBIKJIA/: Balllae canpayjHae imMsl, Meclia >KbIXapcTBa,
MecIbl BalllbIX MajlaposKsKay, Majipadsi3HaCLi HAIbIXOA3SUbIX Maji3esy i
cxopay. Kami mago6Hyto iHapmMalpiro 36ipamp Ha pamsry goyrara dacy,
sTHA MOXKa CTBApPbIIb KapIiHy BAIIbIX 3BbIYAK I1i I3TANSTY Tpalbl.

AJIHBIM 3 MPbIIATHBIX MeTafay 3’ syJsenya CTBapaHHe HEeKaIbKiX akayHTay
Ha JITOObIM [HT3pHAT-CapBice, SIKiM Bbl KapbICTAELIECs, LITO JIA3BOilb BaM
KapbICTAlllla PO3HbIMI akayHTaMi Ll MpoissiMi ISt PO3HBIX MpaekTay, i
3aXO0YBalbTICTABbISI AKAYHTHI, 5IKisl BbI MOXKAlle BLIKAPLICTOYBAllb, KA
“mmiénine” 3a cadoii. Bama kaHigaHIBIHACHD Oy/13€ JIeMill 3aXaBaHa, KaJi
BbI Oy/3e1ie Mellb PO3HBIS MarybIMaclii KaHTpaJsBallb y3pOBEHb IOCTYIY Aa
iH(papManpl Baiara npoisro, HaMpbIKIIaf, Pa3 BIO-TOIIYK 1i ac0o0, SKis
Marolp acabiiBae mpaBa IOCTYIIY.

ITAPOJII

Bombiracup [HT3pHAT-pacypcay BEIKAPBICTOYBAE afi3iH MapOIh IS
3a0ecsTusHH Bamara akayary. Kami aco6a 1i apraHi3anbIsi-371aMbICHIK
JaBenarolia raThl Mapoiib, He BaKHA HAKOJIBKI BbI IaBsipacile CeTKABbIM
aJMiHiCcTpaTapam Li siK cyp €3Ha CcTaBillecs 1a 3aXaBaHHsI CBAEN NpbIBaTHACII],
— BbI a/Ipa3y 3ry0ille cBato KaH(iIZHIbIMHACHE 1 aHAaHIMHACb.




MeHr1 BAIOMBIS CMIOCA0bI Y37I0My MApOJII0: HEXTa MOXKa iHCTaNIsSBalb Ha
BallIbIM KaMITyTapbl LIKOJHYO IIparpamy, sKyt0 Bbl BBIKAPBICTOYBaELEe

ISt YBAXOMy Ha OSICTIEYHBI caliT. ATb60 HEXTa MOXKa Ha3ipalp 3a BaIIbIM
[HTSpHAT-3/TyYsHHEM, KaJTi BbI ¥BaXoyi3ile Ha HEOSCIeUHbI BI0-CaT.

Kab6 abapaninp csi6e ajj aTak nepiiara ThIy, KapbICTANIEecs CBaiM yJIaCHbIM
KaMITyTapam Ij KaMIryTapam jlaBepaHail acoObl i passipaiile abHayIeHHi
arepaTblyHail CICT3MbI 1 aHTBIBIpYCHBIX nparpam. Kab 3acueparybicst aj
aTak Jpyrora ThIy, HaOOJIBILI MTAMYJISPHbIS B30-CEPBEPbI 3JIEKTPOHHA
TMOLUTHI, CAlbISTILHBIX CETaK, OJIOTiHTY, Manay, Bijjaa-niardopmay
BbIKAapbICTOYBaOLb Osicrieublst 35yusHHi HTTPS. Bbl Moxkatie npasepbilp,
i Mae Ballla CTapoHKa OsICIEYHY0 CYyBsI3b, ymicayuibl: ‘https://’ (3amecT
TonbKi ‘http://*) y agpacHsl pafgok y BauibiM 6pay3epbl. lIMaT skist B26-
IHCTPYMEHTBI, ThIM He MeHI, yKbiBatolb HTTPS BeikimtouHa f3emnst Taro, kab
3acieparysl Mapouti, mpas sKisl Bbl yBaXOf3ile Ha iX CaiT i nepaxopsiie Ha
iHIIBI. Y BBIHIKY, KaJi HeXTa Oy/i3e caublllb 3a BAIIbIMi CYBSI35IMi JACTATKOBA
noyra, €H aBefaeliya, LTo Bbl 3aX0yBaele Ha IaThIM caitie. Haltnenuai
abapoHnait Oyy3e BbIKapbICTaHHE BI0-IHCTPYMEHTAY, SIKisl BEIKAPBICTOYBAIOIb
HTTPS pmns ycix crapoHak.

ABMIHYIDb IDH3YPY

Bbl MoKalle BBIKapbICTOYBaLb IPOKCi-CEPBEPHI, MPbIIa/IbI A7 NaMaHy
L[PH3YPHI i Tparpamsl, sKist 3a05iCNeYBatoLb AHAHIMHACLIb, HATIPBIKJIA/,

Tor, ka6 cxaBalb cBae acabiCThbIsl JIAI3EHbIs aJl BIO-caiiTay, Ha sIKisl BbI
yBaxopziue, 1i abMiHylb [HTIpHIT-(IALTPBL. '3ThIA NpbIIaabl KApbICHbIS,
KaJIi BbI XOualle Melb IOCTYTI fia 3a0/1akaBaHbIX BI0O-caiTay; HAMPBIKIAJ, A
AacyefaBaHHs i ATPbIMAHHS aOHAYJICHHAY Ha B0-TIaTopMax KIITAITY
Facebook.

3ACTAIIIA AHAHIMHBIM ¥ CETUbI

[Iparpawmel, sikist 3a6sicrIeYBarONb AaHAHIMHACIID, HATIPBIKIIAN sIK Tor,
KapbICHBIS KaJTi BbI He X0Jalle Kab BBISBLIACS, SIKisl B9O-CANThI BbI
HaBepaui. Tor 3amsiHsie BallbIs 3J1yY3HHI NaMiK HEKAJIbKIMi BbINaKOBbIMI
KamryTapami, A3e1sl Taro Kad HaBat Ball IHTIpHAT-NpaBaiiap i
Ha3ipajbHIKI Ha I3sIpKayHbIM Y3POYHI He Befjali, IITO Bbl podile ¥
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InTapuane. ThiM He MeHII, He KapbIcTafiecs Tor’am npbl NepachbUIIb 1ii
aTpbIMaHHI AaiKaTHa iH(apMalbli Ha HeGSCTIeYHbI BIO-CAMT Iii 3 STO.
Kaui BeI He 3BsI3aHBIA 3 caiiTam, ki nagrpeivitiae HTTPS, maxkmiBa, mro
aI31H 3 TATHIX KaMITyTapay 3MOsKa Tparysii3eb KaHT3HT, SKi BbI CISrBacIe.
Tor gacTaTkoBa GSICTIEYHBI, alle 3 IAraM Jacy €H MoxKa 3aMaBoJIilb Baliae
[HT9pHAT-3TyUsHHE.

MaoinbHbIst T2/1e()OHBI

[TpaBaaGapoHipl na yciM cBele BLIKAPLICTOYBAIOLb MAOUIBHbIS
TaJ1ehOHBI , aJle YacTa SHb! YTPbIMITIBaIOLb 3HAUHbI a0’ €M iH(apMmallbli,
KaH]iIPHIBIHACI SIKOW MYCillb ObIlb 3aXaBaHa. AKpaMsl aJipacHail KHiri,
y MabiJIbHBIX TaJIe(pOHAX MOXKA 3aX0YyBal(lla FiCTOPbIS TaneaHaBaHHSY,
KaneHpapbl, SMS-naBegamiienHi 1 email 1.

IMagymatite npa iH(apMalpIro, SKas 3aX0yBaella Ha BalllbIM TaJ1e(oHe,
HaWTIepII TaMy, IITO T3J1e(OHbI IaCTaTKOBA JIETKa KaH(pickaBaipb. Hanpbikia,
BaM, HaldyHa, HIMa MaTp30bl TPbIMAIIL YCe BallbIsl KAHTAKThl HA MaGlITbHBIM
TanedoHe, Kaji BbI 3aiiMaenecs AaliKaTHbIM ITpaBaadbapOHYbIM MbITAHHEM,
TaMmy BaM Tp36a BbIAAISLB iH(apMalpIto 3 Bamara Tanedony i SIM-

KapThl TaK 4YacTa, sK raTa MardbiMa. {71st apraHizaypli MepanpbleMcTBay i
MaOinizallbli CBaiX CyBsI3y BapTa BbIKAPbICTOYBALb AaHAHIMHYO, NTPAIIadyaHyo
SIM-kapTy i npbl MardbIMaclii MsSHsLb TAJIE(OHHBIS anapaThl. 3 MPbIYbIHbI
Taro, ITO NMoulyk i inerpaupro SMS-naBefaMIeHHSY MOXKHA 3/13€HCHILb
BEJIbMi MTPOCTa, Tpa0a Mazdsralb AadikKaTHbIX KIFOUaBbIX CJI0BAY NpbI
aIIpayLibl T3KCTABbIX ABEJAMJICHHSY .

¥YBech yac MakyJib yKIJIFOUaHbl MaOiJIbHBI TAIE(POH, ST MOXKHA
BBIKApBICTOYBAIlb, Ka0 Cayublllhb 32 BAIILIM MeCLIaM 3HaXOMKaHHs. JIro3i, sKis
HaKipOYBaIOIIIa Ha CYCTPa4y 1A IAJTIKaTHBIM MbITAHHI, MYCSI[b BHIKITIOUBILb
cBae TaehOHBI i BBILEITHY I 0aTapato NMepaj] ThIM SIK BBIVICI, yCTaBilb
6aTapato 1 YKIFOUbIIb T371ehOH Nacsi BIPTaHHS JlafioMy. Aneparapbl
MaOiTbHAT CYBSI31 MAFOIIb [IOCTYTI /1A TICTOPBIL YCiX 3BAHKOY: KaMy, KaJli i
aJKyJb SIHbI ObUT 3p00JIeHbIs. AniepaTapbl a0aBsi3aHbIsl TABOJJIE 3aKOHY
3amicBallb i JaBalpb Jaji3eHbIs Ta MpockOe [3sipKayHara ciry>kayara, i Morylp
3aX0yBallb 3aMichl Ha MPALEITy HEKAIbKiX T'Ofl.
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AN3EAHHE: BBISIBIID PbI3bIKY HEBSICITEKI

BrikapbicTOYBarOUBI IbITAHHI, TPHIBE/[3EHBIST HIXK311, allaHille BAIIYIO
PBI3BIKY HEOSCIEKI 1 BhIpAIIBIIE, SIKisl CPOAKI BBl MOXKAIle BHIKAPBICTOYBALID,
Ka0 sic 3MEHIIbIIb.

1. 5 mpanyo 3 nanikatHai indgapmaupisiii. Baxxna Befaip, i BbI
mpaiyetie 3 JajlikaTHail iH(papManbIstii, sikast MOXKa ObIb a6’ eKTaM
yBari iHIIbIX ac00, 3MOJBHBIX CAUbIh 32 BallbMi 3esTHHsMI. 111
3aaHraykaBaHblsl Bbl ¥ 13€MHACL, SIKYIO MOXHA JIUbILb IaliKaTHAN Li
LIKOJHAN 1S ypajia, najiubli, BOMcKa anb00 npbiBaTHal Kammnanii? Kani
TaK, Bbl 1Ii 1HIIbISI MOL[HA PbI3bIKYEle MPbl HEBLIKAHAHHI Mepay Osicrexi.

2. 51 mpanyro 3 JII0a36Mi, aca0iCThIsI JA3eHbIS SIKiX MABiHHBI
3axoyBamnua y TasiMHinbL. Beilb MOXKa, y Bac 3axoyBaella jjalikaTHasi
acabicrast iH(apMallblsl Ipa JIOA3El , SIKiX BbI M TPbIMIliBacLE,
HAINpPbIKJIa/, 3BECTKi Tpa CSAMENHBI TBAJIT, IPHIMYCOBYIO MpAIly Iii BHITAIKL
sreanTaBanHs. Kauni jro/i3i marorb BaM 3BECTKI, SKisl MOTYIb Y TPBIMITiBAIb
PBI3BIKY M7 iX, BbI ABiHHBI FrapaHTaBallb 3aXaBaHHE TasIMHIIIbL.

3. Yacam s pa3mayusiio ¥ IHTIpHA1E 3 TI0A36Mi, sAKis 3aiiMaonua
AanikaTHeIMI NbITaHHsIMI. HaBar xani Bam acabicTa He marpaskae
HeOsICTIeKa, ajie Bbl KAHTAKTYele JIFOI3ei, sIKisl 3HAXO/I3SIIA Maj] PhI3bIKAiT,
BbI MOKAIIE CTalb a0’ eKTaM TepacJIe/ly JIs JIOf3el, SKist CYTpalbCTasb
BalllbIM KaHTaKTaM. ['3Ta Tamy IITO JIFOA3i MOTYI[b BBIKAphICTAIlb BAac, Kad
aTpbIMallb JOCTYI J]a NpbIBATHAN iH(apMalpli IHIIbIX.

4. 51 mparnsimaro mi myoTiKyIo 3MecT, SIKi MOKHA JIiYbIIb HaTiKaTHbIM.
Boip Mozka BblI 13edtitecst iHapMmanplsii 3 npaBaadapoHubIMi B0-
cafitami i my6JtiKyele apThIKyJIbl Cynpalb FPYT, SKisl, Ha Bally TyMKY, He
naBakarollb NpaBbl yasiaBeka. HaBat npocrae HaBeIBaHHE N3YHBIX caidTay
y [HTopH31e MO3Ka BBIKITIKAIb TArpo3y /IS Bac.
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P3cypcsl 1151 3axaBaHHs OsICHIeKi i

(%)

KaHQigHupIuHACHI Y IHTIpHA1IE

J3e maBeyana GObII i cTaMmaBallb MaTP30HBIS IHCTPYMEHTBI:

1. “bsicnexka nag pykoi” (Security in-a-box) 6bIy cTBOpaHbI apraHizanblIsit
Tactical Tech and Front Line, ka6 3amaBoJtitlb maTpa0bI § GsiCTICTIHI i
KaH(iPHIbITHACH] TpaBaabapoHLay y JiubaBbiM cBelle http://security.
ngoinabox.org/

2. “JliubaBas Gsicneka i KaHgigHUBITHACHH 1151 MpaBaadapoHuay”
(Digital Security and Privacy for Human Rights Defenders),
nasipbixTaBanbl Front Line gae naTpabHyto iH(apMalpIo s aldHKi i
CympalbCTasHHS Marposam Jiybasail Hebsicnieki. http://bit.ly/1aCkSs
(frontlinedefenders.org)

3. “Mabinbabl nag pykon” (Mobiles in-a-box), najpeixtaBanbl Tactical
Tech, nae yce maTpaGHBISI 3BeCTKi NMa KaHMIAHIBIAHACL 1 OscTIeKy
BBIKAPBICTAHHS MaOITbHBIX TamedoHay. http://mobiles.tacticaltech.org/
security

4. “Ananimubl 6Jorinr 3 Wordpress & Tor”. Global Voices cTBapbuti
I'3ThI IPABA/IHIK IS MAATPLIMKI NpaBaabapoHIAy, sKisl XOUyIb BBIKPBILb
npayay i BblKaszalua OHJIAlH, aje aJHayacoBa MOLHA PbI3bIKYIOLb. http://
advocacy.globalvoicesonline.org/projects/guide/

5. “byn3s ananivMabiM y InTapH31e | admini 1PH3YpY”. Tor Ob1y
pacnpayaBaHbl /715 MaBsJTiY9HHS Balllail aHaHIMHacUi y IHTapH31E, 1 €H
MO>Ka Takcama BbIKapbICTOYBALA /7151 Taro, Kad 3ab6biTalb [HTIpHIT-
¢inbTpbl. Bl MOXKale cnaMnaBalb Mparpamy Ha KamIryTap i 3amycrilp se
3 USB-HoCh0iTa.
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